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Ice breaker

Read your question out loud. 

Provide a quick answer. 

If you have no opinion, just say “I have no opinion on 

this.” It is then open to the group for other answers.

Go around the table until all the questions have been 

answered. 



Learning objectives

1.Understand the Five Safes plus Two Framework

2.Understand how information helps form decisions for 

access and approval to sensitive data

3.Understand sensitive data can be shared safely

4.Understand how the framework can be applied in 

practice 



“..across the G20 and Europe there are 
new data governance rules proposed 
every day on average in 2023.” 

- Johannes Fritz, Michael Nunes & Supheakmungkol Sarin



The Five Safes 



The Five Safes 

Safe Project Safe Person Safe Data Safe Setting Safe Output



Why are so many government departments using the Five 
Safes framework? 



Is it because of incidents like this?



Dataplace + Data & Transparency Act 2022



Benefits of the Five Safes Framework

 Minimises disclosure risks

 Provides a framework for data applicants and data owners.

 Guides decision making for access and approval to (sensitive) 
data. 

 Can be applied to a variety of contexts and disciplines.

 Builds trust in the research community and therefore increases 
the impact research has on societal outcomes.



What are the Five Safes?

Safe dimension Ritchie et al. assessment ONDC Principle

Safe projects Is this use of the data appropriate? Data is shared for an appropriate 

purpose that delivers a public benefit

Safe people Can the researchers be trusted to use 

it in an appropriate manner?

The user has the appropriate authority to 

access the data

Safe data Is there a disclosure risk in the data 

itself?

Appropriate and proportionate 

protections are applied to the data

Safe settings Does the access facility limit 

unauthorised use?

The environment in which the data is 

shared minimises the risk of 

unauthorised use or disclosure

Safe outputs Are the statistical results non-

disclosive?

The output from the data sharing 

arrangement is appropriately 

safeguarded before any further sharing 

or release



Each Safe is not considered in isolation.

Each Safe will not have the same weighting for 
every application.



Safe Project

Is this a safe use of the data for public benefit?

Considerations:

Intended use: Fit purpose; public benefit; academic contribution and commercial benefit

Context

Ethics

Risks: confidentiality risks; reputational risks and commercial risks

End user of the project

- Who is the sponsor of the research?
- Who is the research being conducted for?
- Who is funding the research?



Safe People

Appropriate authority to access the data

Credentials

Training

Experience

Institution



Safe Data

Usability of the data

Usability:

Provide different versions of the data

Availability of structural and contextual metadata (data dictionaries, project descriptions etc.)

Availability of ‘test’ or synthetic versions of data

Integrity:

Contextual information

Data treatment

Curatorial process

Access:

User characteristics

Limit on purposes

Notification – review of outputs

Licences and other relevant documentation



Safe Data



Safe Data

Usability of the data

Usability:

Provide different versions of the data

Availability of structural and contextual metadata (data dictionaries, project descriptions etc.)

Availability of ‘test’ or synthetic versions of data

Integrity:

Contextual information

Data treatment

Curatorial process

Access:

User characteristics

Limit on purposes

Notification – review of outputs

Licences and other relevant documentation



Key intersections.



Practical Applications
Safe dimension Data Applicant Data Custodian

Safe projects - Identify how the data will answer the 

research question and which variables 

within the data

- Ethics approval ref #

- Clear justifications provided for use of the 

data

Safe people - Institutional/org credentials

- Previously published outputs

- Email address

- History of published outputs

Safe data - Consider all data requirements so 

any disclosure risk is mitigated 

- Ask that all data is declared in the 

application

- Weigh up the risks for approving access

Safe settings - Set out all steps taken to ensure data   

will be analysed securely

- Make a decision on which analysis 

environment is appropriate to keep the data 

secure

Safe outputs - Demonstrate competency to 

provide non-disclosive outputs.

- Provide an overview of how the 

analysis will be conducted

- Set clear guidelines for the data applicant. 

Example -No attempt of identifying any 

individual (living or dead) from the data. 



Two Additional Safes 

Organisations Groups



Safe Organisations + Groups

Organisations

• Legal implications

• Resources and infrastructure

• Legal and ethical controls

• Data sharing

Groups

Five Safes 

Dimension

Grouping

Safe people People working in Research teams

Safe Projects Projects completed as part of larger Work 

Programs

Safe Data A linked dataset resulting from linkage or 

integration of multiple upstream Datasets

Safe Settings Use of data from multiple sources, located in 

multiple settings

Safe Outputs Multiple publications outputs resulting from a 

completed analysis



Break 



Safe data, settings and outputs



Let’s work through an example 







CADRE 

A SYSTEM TO BY MEANS OF IN ORDER TO

Increase the speed at which 

social sciences and related 

disciplines get access to 

sensitive data.

Decrease the risk, time and 

costs associated with providing 

access to data (for data holders) 

and accessing data (for 

researchers)

The development of a shared 

and distributed sensitive data 

management platform using the 

Five Safes framework and 

common accreditation and 

information exchange protocols.

Enable data owners and 

users to address the core 

concerns around 

governance, creation, 

management and sharing 

of sensitive data for 

research.

Share and move sensitive 

data safely between higher 

education, national 

research and government 

facilities and services.



CADRE 

Data Application  Data Custodian Access or Rejection 

Provide necessary information

for evaluation. For example:

 Credentials

 Project details

 Ethics approval

 Data Management Plan 

(DMP)

Evaluate all information 

Ask for any additional 

information*

Approve or reject application

Distribute data licencing 

agreement or deed poll (if 

applicable)

Access or rejection 

provided to applicant

*CADRE aims to streamline decision making by providing all 

necessary information once, in a centralised cloud platform but there 

might be occasions where more info is requested.



Current Wireframes 



Activities 
• Work in your tables to complete two activities (time dependant)

1. Activity – ABS matching. In your group decide which safe 
belongs to which application. 

2. Activity – Case study. In your group read the instructions for 
the case study. After reviewing the case study, choose 2 x 
safes and how you would apply them using the DSS Five 
Safes framework (questions). 



ABS Matching Activity 
Safe

Website or publication table (open data) Basic microdata file (via direct download) Detailed microdata file (via ABS Datalab)

Safe

people

No control necessary

Anyone may view the data online

Some control

Users must register to use the data and sign a 

Declaration of Use Breaches may be subject to 

sanctions and/ or legal proceedings

High control

Users must undergo training, complete an 

authorisation process, sign legally binding 

confidentiality undertakings and a compliance 

declaration

Breaches of protocols or disclosure of 

information may be subject to sanctions and/or 

legal proceedings

Safe 

settings

No control necessary Some control

Users are required to store the data securely and 

can work on the data in their own physical and IT 

environment

High control

The Datalab a secure, closed environment, 

accessed virtually or on-site

Secure login, auditing and monitoring capabilities

Safe

data

Very high control

The data is highly aggregated

High control

The data is treated by ABS to ensure no 

individual is likely to be identified

Appropriate control

Direct identifiers are removed and the data is 

further treated where appropriate. Appropriate 

control of the data optimises its usefulness for 

statistical and research purposes.

Safe 

Projects

No control necessary

Anyone can use the data for their own purposes

Some control

Users sign a declaration regarding the purpose 

for which they will use the data

High control

Users must detail the purpose for which they will 

use the data

Purpose can be compared to what is actually 

produced

Safe 

outputs

Very high control

Every table is checked for disclosure before release 

Some control

The output is technically controlled by the user, 

but the ABS provides guidelines or rules about 

what may be published or shared

High control

All statistical outputs are assessed by the ABS for 

disclosure before being released to the user. The 

outputs may also be compared for consistency 

with the original project proposal.



Additional module in development: Roles and Responsibilities for RDM 

Five Safes Training Module



Development of Facilitator Guide

For Five Safes Training to be 

Adopted within your own Org’s



Questions?



Thank You

Follow us on Twitter: @cadreaus


